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WHAT ARE THE INBUILT SECURITY FEATURES IN GSM?

1. Key security features in the Global System for
Mobile Communication (GSM) are:

— RAND

a) Authentication using inbuilt algorithms to —l
verify the identity of the mobile subscriber ; R ik
before allowing them to access the k —A3
network. SRES » SRES

b) Encryption of voice & data over radio links A8 A8
between MSs and base transceiver stations

c) Ensuring user anonymity by using Ke Encrypted Data .
temporary user identification instead of AS f‘i
IMSI. el [}

Mbrbile SIM Base Station



WHAT IS AUTHENTICATION CENTRE?

1. Authentication Center (AuC) is a component
of the Network Subsystem responsible for
authenticating each SIM card attempting to
connect to the network and generating
parameters for encryption and privacy,
ensuring secure communication.

2. The purpose of the AuC is authenticate
mobile subscribers by verifying the validity of
their SIM cards and generating the data used
for secure communication.
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THE AUTHENTICATION CENTER (AUC)

a) The Authentication Centre (AuC) is a database

that keeps the following parameters: — RAND j
a) Thek, |
b) The A3 authentication algorithm, k — A3 =l
c) The A5 ciphering algorithm SRES % SRES
d) The A8 ciphering key generating algorithm. A8 A8
. Ke
b) AUC is responsible for creating the sets of triplets: A EIREp NG
a) Random numbers (RAND), = )
b) Signed Response (SRES) and Mobile SIM Base Station

c) The Cipher key (K.)



HOW SECURITY IS ASSURED IN GSM

The security mechanisms of GSM are implemented in

Mobile Station, SIM card and Network as follows:

1.  The Subscriber Identity Module (SIM) contains
a) Personal Identification Number (PIN)

b) The International Mobile Subscriber Identity
(IMSI)

c) the Individual Subscriber Authentication Key
(K:),

d) the Cipher Key Generating Algorithm (A8),

e) the Authentication Algorithm (A3),

2. The GSM handset (or MS) contains
a) Ciphering Algorithm (A5)

3. The GSM network contains
a) Encryption algorithms (A3, A5, A8)
) IMSI,
) Temporary Mobile Subscriber Identity (TMSI)
d) Location Area Identity (LAI),
) Individual subscriber authentication key (K)
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PURPOSE OF AUTHENTICATION

1. The GSM offers a mechanism for verifying
the subscriber identity by ensuring that a
user has a valid Subscriber Identity Module
(SIM) card.

2. The purpose of authentication, is to protect
the network against unauthorized use.

3. It also protects GSM subscribers, by making
it practically impossible for intruders to
impersonate authorized users-
masquerading.




GSM AUTHENTICATION (GENERAL)

The GSM network authenticates the identity of the
subscriber through the use of a challenge-response
mechanism.

The aim is to establish that the Ki stored in the AUC
when first registering the subscriber is the same as that
stored in the SIM card.

The process is as follows:

1.

A 128-bit random number (RAND) is generated by
the AUC and sent to the MS.

The MS computes the 32-bit sighed response (SRES)
based on the encryption of the random number
(RAND) with the authentication algorithm (A3) using
the individual subscriber authentication key (K.).

The SIM card responds with signed response (SRES)
and Cypher Key (K.)

SRES is then transmitted to the network.

Upon receiving the signed response (SRES) from the
subscriber, the GSM network repeats the calculation
to verify the identity of the subscriber.

GSM NETWORK (MSC)
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MONITORING THE AUTHENTICATION PROCESS

MS

>> Registering on Network. ..

>» Sending INSI &€ MSISDN ...

»> Recleved TH3II Nuwwher,Reglscracilion
Successfull ...

>> Regquesting Authenticstion of
Device. ..

>r Sending THSI...

>» Reclewved RAND sedquence Successiully

>> Generating 3RES (Sicgned Response). ..
>»> SRES Generated Successiully. ..

>r Sending SRES to MSC ...

>> Authencilcatlion successiull...

Mobile Number: | 9209203334 |

| I I | [ /&ﬁihenitricatehl
SIM NEP : Tata (CDIMA)
SN METSDIN - 9209203394
S ST : 919209494286
S INET : 95664789446 7903686
S Ea:
Eé2-9a-ae-ﬁ-ez-m-aa-db-be-aa-e?-ei-al}c3-89-ad '
S TIST - 919209529393
Eecd. RAND : £8-fc-9b-e8-c5-8h-cb-e6-e6-c3-ch-
9h-d7-f0-86-h2
Gen SRES :52-47-52-f

-
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MSC

>> Recieving Registeration Request ...
>» Registration Succeassfull ...
Jending THM3I number...

Cenerated RAND,RES & Ec...
-> Sending RAND segquence. ..
- Authentication Succesofull...

-~
> Recieving Authentication Recuest ...
>
>

Eecd THIST: 919209529393

Ki: a2-9a-a6-ff-e2-f0-8a-dh-he-aa-e7-al-a0-c3-
89-ad

Gen. EAND : f8-fc-9h-e8-c5-8h-c6-p6-e6-c3-ch-
Qh-d7-10-86-h2

Gen. RES : 52-47-52-f

Fecd SRES :52-47-52-f




Step1l:

Step2:

Step3:

Step4:

Step5:

Step 6:

AUTHENTICATION OF ROAMING MOBILE STATION

MS enters a new visiting area and requests for
service, an authentication request is sent to MSC
first, where the request includes TMSI and LAI.

After receiving the request, the new MSC uses the
received TMSI to get the IMSI from the old MSC
and then sends IMSI to HLR and AUC.

The AUC generates n distinct sets of authenticating
parameters {SRES, R, K_} and sends them to HLR
which transmits them to the MSC.

After receiving the sets of authenticating
parameters, MSC keeps them in its own database
and selects one set of them to authenticate the
mobile station in subsequent calls and sends the
selected R to MS.

Once MS receives R from MSC, it computes SRES =
A3(R, K;) and the temporary session key K_= A8(R,
Ki), resEectiver, where K. is fetched from the SIM

card. Then the SRES is sent back to MSC.

Upon receiving SRES from MS, the MSC compares
it with the corresponding SRES kept in its own
database. If they are not the same, the
authentication is failure and the MS is blocked
from the network.

MS
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»
»

(5) R

A

(6) SRES

»
»

MSC

(2) IMS]

HLR

(2) IMSI

v

(4) N sets{SRES, R, Kc

Pl

al

v

(3) N sets{SRES, R, Kc}
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Authentication of a Roaming Phone




SUBSCRIBER IDENTITY CONFIDENTIALITY

. The Temporary Mobile Subscriber

. TMSI is sent to the MS after the

Identitl TMSI) is used to ensure
subscriber identity confidentiality.

authentication.

The mobile station responds by TSt Realocafion ) aigrithn | Msonthal—s
confirming reception of the TMSI.

TMSI Re-allocation Process

The TMSI is valid in the location area
in which it was issued.
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ENCRYPTION OF VOICE AND DATA

1. Encryption is used in the GSM air interface
(Um Interface) to protect the confidentiality
of data and signalling on the air interface.

2. Two algorithms are essentially involved in the
encryption process; i.e

a) The encrypting algorithm (A5)
implemented in the MS and at the BTS.

b) The cipher key generation algorithm (A8) N
implemented in the AuC and the SIM. Telephone Eavesdropping
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F THE GSM SECURITY PROCESS

1. After the user has been authenticated, the MS and the BTS can start using encryption by applying the cipher key Kc.
2. Kcis generated using the individual key K. and a RAND by applying the A8 algorithm.

3. The SIM and the network both create the same value K_ based on the RAND.

4. The K_ itself is never transmitted over the air interface.

WS MSC HLR

Request(THMSI, LAl)

IM5I

n sets!SAES R K3,

n sets{SRES R, K}




ENCRYPTION & DECRYPTION IN GSM NETWORKS

1. After authentication, the MSC \N\j./}
&7
passes the cypher key kc to the @ ﬁ
BTS and the SIM card passes kc mobile network (BTS) MS with SIM
to the Mobile phone.
P 4 K RAND 2 Lot »RAND K \
2 The MS and the BTS can now AC 128 bitl 1128 bit 128 bitl fzs b (| SIM
encrypt and decrypt data using A8 A8
the A5 algorithm and the Kc. - 4
g cipher K. \ /
key 64 bit K .
3. Kcis a 64 bit key which is not S—— y - -
very strong, but provides B> vy ) Gt vy MsS
enough protection to stop AS B - —

simple eavesdropping.
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WHERE DO YOU GET A3, A5, A8 SOFTWARE?

< ) ]  https://www.gsma.com/solutions-and-impact/technologies/security/security-algorithms/#:~:text=The%20GSM%20Association%20is%20a%20Custodian%200f...  AY

Solutions and impact Discover Get involved About us Newsroom

We provide security algorithms to
address common issues

A variety of security algorithms are used to provide authentication, cipher key
generation, integrity and radio link privacy to users on mobile networks. Details of
the various algorithms and how they’re obtained are provided below:

3GPP Confidentiality and integrity algorithms 128-EEA3 & 128-EIA3 v
3GPP Confidentiality and integrity algorithms UEA2 and UIA2 v
3GPP A5/3 and GEAZ3 algorithms v

GPP A5/4 and GEA4 algorithms v
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